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in receiving a mail, generating second characteristic-amount-
target-information including a characteristic-amount-target-
item indicated by the characteristic-amount-target-item-in-
formation added to the incoming-mail, decrypting the
verification-information, generating third characteristic-
amount-target-information, and verifying whether the second
and the third coincide.
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FIG. 8

START

INTERNAL TRANSMISSION  /~S1001
SECRET KEY INFORMATION

IS GENERATED

!

/( EXTERNAL TRANSMISSION KEY PAIR C/)/81002

SECRET KEY INFORMATION AND PUBLI
KEY INFORMATION) IS GENERATED

GENERATION KEY |51003
INFORMATION IS
STORED

y

(_END )

US 9,160,538 B2



U.S. Patent

Oct. 13, 2015 Sheet 9 of 28 US 9,160,538 B2

FIG. 9

START

INTERNAL TRANSMISSION  /~S2001
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INFORMATION IS

STORED

Y

(_END )

FIG. 10

START
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FIG. 11
DEGREE OF From, To, Subject, Received, Date, Message-Id,
IMPORTANCE A | X-Mailer, Body, File
DEGREE OF | From, To, Subject, Received, Date, Message-Id,
IMPORTANCE B | Body, File
IMEI)D%(I%{I%EIIE\I 8EF C From, Subject, Date, Body, File
DEGREE OF

IMPORTANCE D

From, Subject, Date, Body
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FIG. 13

DEMAND RECEPTION VERIFICATION INFORMATION
MEC?%NISM GENERATIOBNMMECHANISM

C? S4015
L~

CHARACTERISTIC AMOUNT
INFORMATION IS GENERATED

54016
Y ~
VERIFICATION INFORMATION
IS GENERATED

Y fs'6017

VERIFICATION INFORMATION IS
ADDED AS NEW HEADER ITEM

A 4 /%018

CHARACTERISTIC AMOUNT TARGET
ITEM (OR INFORMATION THEREOF)
IS ADDED AS NEW HEADER ITEM

S4019

EXTERNAL
TRANSMISSION?

YES 84020
—

PUBLIC KEY INFORMATION IS
ADDED AS NEW HEADER ITEM

54022 B 4021
! -~ \ —
VERIFICATION INFORMATION VERIFICATION INFORMATION
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FIG. 17
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55018
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i P
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v r§501 6

REGENERATED CHARACTERISTIC
AMOUNT INFORMATION AND
CHARACTERISTIC AMOUNT
INFORMATION DECRYPTED FROM
VERIFICATION INFORMATION WITHIN
HEADER ARE COMPARED
WITH EACH OTHER

85017
Y ~
VERIFICATION RESULT

Y

(__END )

-l
ot}

IS TRANSMITTED




US 9,160,538 B2

Sheet 17 of 28

Oct. 13, 2015

U.S. Patent

¢eeo™ NOTLYWHOANI NOILYIHREA

LINN 3OVHOLS A1 NOILLJAHI3A

800GS~/ 03INDJY S| NOLLYWHOANI ATM
NOILYWHOANI 134235 NOISSINSNYL TYNHILNI

INNOWY
JLSIHILIVEVHO &\

PeLVEICEy NOILdAY03Q

“"SNOLLYOINNAINOD
ANV SHIY44V TYNHIINI 40 AYLSININ A8
(3ONNONNY ALITIEVHANTNA ALIINOIS HO4 SY

"SSINISNG QINNILNOD HNOA HO4 NOA INVHL
"WALSASHILINI 40 MNZNS SI JAYN AN

JLE2¥5¢1vaELOd -QVIN-Punoqul-X

| fpog ‘sjeq 108lang ‘Wi :pespjedie | -punoqur-x

0060+ BE'90°G1 2107 Uer |} ‘Pom Bjeq

L4043 ALMIEVHINTNA ALIMNO3S 108lang
(oo walsAs' isjuideinwy 0
LoD Wa)SAS JBjuI@nnzns ;wiol4

NOLLYWHOANI TV
(30dv-NOILYWHOANI NOILYOII3A

A~ NOILVIWHO0NI
G10SS NOILVOIHIH3A NOILISINDOY
zoﬁmﬂ_\@m \\
TINN AT Wn
LN \ s \\\ gomm
A N
2609 D~ 3onmEe
__%Azo_gmzmgm Wm
USRI wu
\&A
TINNOLLVENGD NOLLVIRG0AN]
@o_\,_s_z_ﬁoé%
e 8l "Ol4




US 9,160,538 B2

Sheet 18 of 28

Oct. 13, 2015

U.S. Patent

OISRELOVEYHY  SI0SS

L T

£va18081200/4Y

¢10SS

i NOUVOZRE
01068~ | LNO-TI0SS NOLLISINDOY
NOSINYAWOD aRINOOY I
NOLLYWHOANI A3 J118nd ""SNOLLYDINNWINOD
e CONIONNY ATV AL HOd &
NoLEA \n S\ S53NISNE CENNLLNGD H1OA HO4 TIOA YNYHL
p J— \ W3LSASHILNI 40 INZNS SI JNYN AN
(244 1oss \\\\\ ¥009S £7a18081 20023V DVW-PUNOGUI-X
¥ 2N / VE1662V18/008Y Ao)d-punoqul-x
[97O4¥701ET | 0 Em,zmwmm \nmoﬁmwmx | Apog 'eleq '1oelgng ‘wou peoedie | -punogqui-x
NOILYWOANI \n 0060+ 8£'90'S], 702 Uer | PoM ‘Sieq
INNOWY \n 140d3Y ALMIEVENTNA ALIMND3S 00lang
JILSHILIVEYHO \ Woo'yoey eAxa@yoles 10|
\A LoD Wa)sAs JajuImnnzns ;wiol4
\& - NOLLYWHOANI IV
TINTNOTVaaE NOToaN (30ay-NOILYWOSNI NOILVDIAMA
INNOWY DILSRIILOVVHD
ﬁw@\
6l 9Ol




US 9,160,538 B2

Sheet 19 of 28

Oct. 13, 2015

U.S. Patent

NOILYWHOANI A9X 13403S
NOISSINSNYHL TYNYALNI

o

(NOLLYWHOANI WALl ¥3aV3H LIDMVL)
NOILYWHOANI WLl 1394V 1
INNOWY JILSIH3LOVEVHO

rdd

(NHLIMOD TV NOILdAYONT)
WHLIHODTY NOILYHINID
NOILYWHOANI NOILYOIdId3A

e

(NOILONNS HSWVH)
WHLMO9TY NOILYHINID NOILYWHOANI
INNOWY OILSIHILOVEYHD

NOLLYWHOANI NOISHIA
WHLIHODTV NOILYHINID
NOILYWHOANI NOILVOI4IH3A

0¢ ©Id

p—
01




US 9,160,538 B2

Sheet 20 of 28

Oct. 13, 2015

U.S. Patent

- £62€
- CECE

- 1ECE

WA
1YW ONIOD LNO
(J3dav-NOILYWHOANI

»  NOILVOI4[H3A
- 11ee

e

1INN 1INN 3OVHOLS
NOLLVI0dN lew 5| NOLLIQY NOLIYWMOSNI AT NOILYHINTD 1
LYIRIOANI (eye NOILYDIAIA NOILYWHOANI NOTLYDIdR3A
WHLMODY
NOILY3NIO 1INN 1INN NOILYHINTD
NOILVWHOANI [ NOILV¥ANTD NOILYWHOANI AT NOILYYANTD 1
NOILVDIATA [2re NOILVDIdINIA NOILYWHOANI NOTLYDI4IM3A
\I\
0l LINN NOILYHINTD 1INN NOILYNINY313a
IWge~—  NOILYWHOANI INNOWY QOHLIIWNOILYYINTD H
DILSIHILOVIVHI NOLLYWOANI NOILYDIFR3A
WSINYHOIN NOILYMINTD WSINYHOIW LNIWIOVNYI
NOILYWHOANI NOILYDIHIN3A A NOILYH3INTD
P o
74> £2¢
B T ]
DILSIILOVEVHD 1Nd1NO-LNdNI
WSINYHOIW WSINYHOIW
INTFNIDOVYNYI NOILdIOTH ANYWAQ
— —~
3DIA3Q NOILYYANTD 42> 143

NOILYWHOANI NOILYOIAIM3A

1YW ONIODLNO

=y
45

¢ Old



US 9,160,538 B2

Sheet 21 of 28

Oct. 13, 2015

U.S. Patent

NOILYWHOANI NOISH3A
WHLMODTY NOILVYANTD H—t01
NOILYWYOANI NOILYDI4IA
1INN NOILYYINTD
2629111  LINNNOILYOIHIEIA NOLLYWHOANI INNOWY [T~ }€29
DILSIHALOVEVHD
WSINVHOIN NOILYDIJIMIA
—
€79 .
(o]
1INN 39VHOLS _ o L1NS3d

2e291H A3 NOILJANO3 > NOILYOIIH3A

NOILYINHOANI NOILVOI4¥3A 1NN 1

LNdLNO-LNdNI TN

1229 w,_wﬁ b_%__m%mm_w_mmm WSINVHOIN Bm_%,_.mhw_%%%%mz_

NOILYWHOANI NOILYDIHI43A zo_Emom« aNviN3d - NOILVOIAI{IA

WSINYHOTIW LNIWIDYNYW 129

A NOILdAMDAA
—
229
30IA3A NOILYDIAIM3A
—
29 ]
¢¢ 9Old



US 9,160,538 B2

i -

NOLLYWHO-NI NOISHIA
WHLHODTY NOLLYHINID
NOILYWHOANI NOILYOI4IM3A

Sheet 22 of 28

Oct. 13, 2015

U.S. Patent

IRTAER
1INN NOILYDII¥3A > NOILVOIdE3A
1INN
LNdLAO-LNGNI HE WD
. zoﬁ@?uwm__ﬁm mzz:m%z,\ WSINVHOIN omm__mﬁmm,__@ﬁ%%u_z_
JILSIHIIDVEVHI zo_Emo\mw aNvIN3d NOILVOIARYIA
WSINVHOIN NOILYDIARAA he6
—
226
30IA3A NOILYOIIMAA
%

€¢ Old



U.S. Patent Oct. 13, 2015 Sheet 23 of 28 US 9,160,538 B2

FIG. 24

VERIFICATION INFORMATION
Q%ENERATION 54016 1S STARTED

~—54016-01

VERIFICATION INFORMATION IS GENERATED
ACCORDING TO CHARACTERISTIC
AMOUNT INFORMATION WITH RESPECT TO
TARGET HEADER ITEM, GENERATED IN S4015

! 54016-02

VERIFICATION INFORMATION GENERATION
ALGORITHM VERSION IS ACQUIRED

! ~ 5401603

CHARACTERISTIC AMOUNT INFORMATION (4) OF
VERIFICATION INFORMATION GENERATION
ALGORITHM VERSION IS GENERATED

~—54016-04

VERIFICATION INFORMATION {ms GENERATED ACCORDING
TO CHARACTERISTIC AMOUNT INFORMATION (4) WITH

RESPECT TO VERIFICATION INFORMATION GENERATION
ALGORITHM VERSION, GENERATED IN 54016-03

Y ~S4016-05

VERIFICATION INFORMATION WITH RESPECT TO TARGET
HEADER ITEM, GENERATED IN §4016-01, AND VERIFICATION
INFORMATION (2), GENERATED IN S4016-04, ARE COUPLED

WITH EACH OTHER AND DEFINED AS NEW
VERIFICATION INFORMATION (3)

END
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VERIFICATION MECHANISM
FIG. 26 o

VERIFICATION INFORMATION VERIFICATION
S5011T0 S5017 IS STARTED

55020

VERIFICATION INFORMATION GENERATION
ALGORITHMVER°IONS CQURED
— 85011b

CHARACTERISTIC AMOUNT INFORMATION 5)
QOF VERIFICATION INFORMATION GENERATION
ALGORITHM VERSION IS REGENERATED

—85012b
VERIFICATION INFORNATION 2] OF
VERFICATION INFORATION GENERATION ALGORITHM
VERSION S ONLY ACQUIRED FROM WITHIN HEADER

| __S5015b

VERIFICATION INFORMATION (2) OF VERIFICATION
INFORMATION GENERATION ALGORITHM VERSION IS DECRYPTED
AND CHARACTERISTIC AMOUNT INFORMATION gi) OF VERIFICATION
INFORMATION GENERATION ALGORITHM VERSION IS ACQUIRED

v —_55016b
CHARACTERISTIC AMOUNT INFORMATION (5) OF
DEMAND REGEPTION VERIFICATION INFORMATION GENERATION ALGORI(rHM VERSION,
MECé*A;ﬂSM GENERATED IN 85011, IS COMPARED WITH CHARACTERISTIC

AMOUNT INFORMATION (6) ACQUIRED IN $5015b

S5021

INCONSISTENCY

CONSISTENCY __S5011a

CHARACTERISTIC AMOUNT INFORMATION I52)
OF TARGET HEADER ITEM IS REGENERATED

¥ 850122

VERIFICATION INFORMATION (1) OF TARGET
HEADER ITEM IS ONLY ACQUIRED FROM WITHIN HEADER

y __S5015a

VERIFICATION INFORMATION (1) OF TARGET HEADER
ITEM IS DECRYPTED, AND CHARACTERISTIC AMOUNT
55018 INFORMATION (3) OF TARGET HEADER ITEM IS ACQUIRED

VERIFICATION - Y —_55016a
RESULT IS RECEIVED <—|( CHARACTERISTIC AMOUNT INFORMATION (% OF TARGET HEADER

TEM, REGENERATED IN S50113, IS COMPARED WITH
CHARACTERISTIC AMOUNT INFORMATION (3) ACQUIRED IN $5015a

Y

C_ B0 D gsoq7
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DETECTION METHOD FOR FRAUDULENT
MAIL, DETECTION PROGRAM THEREFOR,
AND DETECTION DEVICE THEREFOR

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2012-
278590, filed on Dec. 20, 2012, the entire contents of which
are incorporated herein by reference.

FIELD

The embodiments discussed herein are related to a detec-
tion method for a fraudulent mail, a detection program there-
for, and a detection device therefor.

BACKGROUND

In recent years, the number of targeted attacks aimed at a
specific company or personal computers has rapidly
increased, and, in particular, the number of targeted attacks
(hereinafter, referred to as targeted attack mails) against com-
panies or government organizations has rapidly increased, the
targeted attacks being due to fraudulent electronic mails. The
targeted attack mail is a virus mail sent for the purpose of the
theft of confidential information with a specific company or
organization as a target, and opening an attached file in which
an illegal code is set up results in executing a fraudulent act
such as the leakage of personal information.

In existing antivirus software, malicious program collation
information relating to a problematic program is registered as
a signature, and a program coincident therewith is detected,
and hence, an infection is avoided. However, such antivirus
software is not suitable for an attack mail utilizing a program
having no signature. Furthermore, since it may be difficult for
the antivirus software to understand that an attached file or a
body text is carefully created and contrived at first glance, it
may be difficult to sufficiently avert. In addition, each user is
limited in strictly checking the consistency of an electronic
mail header, an attached file, a body text, a sender address,
and so forth.

As a countermeasure technique of the related art, there has
been sending domain authentication. This is a technique for
realizing the legitimacy of an outgoing mail server and the
trail of a transmission path on a server basis. Specifically, the
domain of an electronic mail address is checked, it is verified
whether or not the electronic mail is sent from a legitimate
server, and it is certified that the address of a sender is legiti-
mate.

The types of sending domain authentication mainly
include authentication due to an IP address and authentication
due to an electronic signature. The former discloses, to a
domain name system (DNS) server, an association (SPF
record) between the domain of an electronic mail server and
the IP address of a sender using a sender policy framework
(SPF) and a sender ID, and makes an inquiry to the DNS
server about a sender IP address at the time of receiving, and
performs collation. Accordingly, the former confirms that the
address of a sender is legitimate.

The latter discloses, to a DNS server, the public key infor-
mation of an electronic mail server using a domain keys
identified mail (DKIM), transmits an electronic mail with
adding thereto an electronic signature using a secret key,
makes an inquiry to the DNS server about public key infor-
mation at the time of receiving, and performs collation on the
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electronic signature. Accordingly, the latter confirms that the
address of a sender is legitimate.

A related technique has also been disclosed in Japanese
Laid-open Patent Publication No. 2006-134313.

In the case of a targeted attack mail, a transmission source
address is also disguised, and the targeted attack mail is
disguised as being transmitted using a legitimate server.
Therefore, by checking a transmission source address owing
to a method of the related art, it may be difficult to ensure an
identity. In addition, it is desirable that a DNS server used for
detecting a targeted attack mail is installed, and an opera-
tional cost becomes large.

Objects of the present embodiment are to provide a detec-
tion method, a detection program, and a detection device,
which are capable of detecting a fraudulent mail such as a
targeted attack mail, on a client basis.

SUMMARY

According to an aspect of the invention, a fraudulent mail
detection method executed by a computer in an electronic
mail terminal device, the method includes preliminarily shar-
ing internal transmission secret key information used in an
electronic mail addressed to an internal network, between a
transmitting terminal and a receiving terminal, and prelimi-
narily generating external transmission secret key informa-
tion used in an electronic mail addressed to an external net-
work and external transmission public key information
corresponding to the external transmission secret key infor-
mation. At the time of transmitting a mail, generating verifi-
cation information by encrypting, using the internal transmis-
sion secret key information, first characteristic amount target
information including a characteristic amount target item
from among a header item, a body text, and attached infor-
mation, included in an outgoing mail, or first characteristic
amount information generated from the first characteristic
amount target information on the basis of a predetermined
function when a transmission destination of the outgoing mail
is the internal network, and generating the verification infor-
mation by encrypting, using the external transmission secret
key information, the first characteristic amount target infor-
mation or the first characteristic amount information when
the transmission destination of the outgoing mail is the exter-
nal network, and adding, to a header of the outgoing mail, the
verification information and characteristic amount target item
information corresponding to the characteristic amount target
item. And at the time of receiving a mail, generating second
characteristic amount target information including a charac-
teristic amount target item indicated by the characteristic
amount target item information added to the incoming mail,
from among a header item, a body text, and attached infor-
mation, included in the incoming mail, or generating second
characteristic amount information from the second character-
istic amount target information on the basis of the predeter-
mined function, decrypting, using the internal transmission
secret key information, the verification information added to
the incoming mail when a transmission source of the incom-
ing mail is the internal network, decrypting, using the external
transmission public key information, the verification infor-
mation added to the incoming mail when the transmission
source of the incoming mail is the external network, and
generating third characteristic amount target information or
third characteristic amount information, and comparing the
second characteristic amount target information or the second
characteristic amount information with the third characteris-
tic amount target information or the third characteristic
amount information, and veritying whether or not the second
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characteristic amount target information or the second char-
acteristic amount information and the third characteristic
amount target information or the third characteristic amount
information coincide with each other.

The objects and advantages of the invention will be real-
ized and attained by means of the elements and combinations
particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the invention,
as claimed.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a configuration diagram of an electronic mail
system in a first embodiment;

FIG. 2 is a configuration diagram of an electronic mail
transmitting terminal a sender uses;

FIG. 3 is a configuration diagram of a verification infor-
mation generation device;

FIG. 4 is a configuration diagram of an electronic mail
receiving terminal;

FIG. 5 is a configuration diagram of an electronic mail
receiving terminal;

FIG. 6 is a configuration diagram of a verification device in
an electronic mail receiving terminal;

FIG. 7 is a configuration diagram of a verification device in
an electronic mail receiving terminal;

FIG. 8 is a flowchart diagram of processing of a mail
checker, performed as advance preparation for starting trans-
mission and reception processing for an electronic mail;

FIG. 9 is a flowchart diagram of processing of a mail
checker, performed as advance preparation for starting trans-
mission and reception processing for an electronic mail;

FIG. 10 is a flowchart diagram of processing of a mail
checker, performed as advance preparation for starting trans-
mission and reception processing for an electronic mail;

FIG. 11 is a diagram illustrating an example of a list of
candidates of characteristic amount target items set in
response to the degrees of importance of contents of mails;

FIG. 12 is a flowchart diagram of generation processing for
verification information in a verification information genera-
tion device in an electronic mail transmitting terminal;

FIG. 13 is a flowchart diagram of generation processing for
verification information in a verification information genera-
tion device in an electronic mail transmitting terminal;

FIG. 14 is a diagram illustrating an example of processing
for generation and addition of verification information when
an internal transmission generation key (internal transmis-
sion secret key information) is used;

FIG. 15 is a diagram illustrating an example of processing
for generation and addition of verification information when
an external transmission generation key (external transmis-
sion secret key information) is used;

FIG. 16 is a flowchart diagram of verification processing
for verification information in verification devices in indi-
vidual electronic mail receiving terminals;

FIG. 17 is a flowchart diagram of verification processing
for verification information in verification devices in indi-
vidual electronic mail receiving terminals;

FIG. 18 is a diagram illustrating an example of verification
processing when an internal generation key is used;

FIG. 19 is a diagram illustrating an example of verification
processing when an external generation key is used;

FIG. 20 is a diagram illustrating an example of verification
information generation algorithm version information in a
second embodiment;
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FIG. 21 is a configuration diagram of a verification infor-
mation generation device within an electronic mail transmit-
ting terminal in the second embodiment, and a diagram cor-
responding to FIG. 3 in the first embodiment;

FIG. 22 is a configuration diagram of a verification device
within an electronic mail receiving terminal in the second
embodiment, and a diagram corresponding to FIG. 6 in the
first embodiment;

FIG. 23 is a configuration diagram of a verification device
within an electronic mail receiving terminal in the second
embodiment, and a diagram corresponding to FIG. 7 in the
first embodiment;

FIG. 24 is aflowchart diagram of a verification information
generation process due to a verification information genera-
tion mechanism in a mail checker program within an elec-
tronic mail transmitting terminal in the second embodiment;

FIG. 25 is a diagram illustrating an example of processing
for generation and addition of verification information when
an internal transmission generation key (internal transmis-
sion secret key information) is used;

FIG. 26 is a flowchart diagram of verification information
verification processes due to a verification mechanism in a
mail checker program within an electronic mail receiving
terminal in the second embodiment;

FIG. 27 is a diagram illustrating verification processing for
verification information of verification information genera-
tion algorithm version information;

FIG. 28 is a diagram illustrating an example of verification
processing for verification information of a target header
item; and

FIG. 29 is a diagram illustrating characteristic amount
information and verification information, generated on a
transmitting side, and characteristic amount information and
verification information, generated on a receiving side, in the
second embodiment.

DESCRIPTION OF EMBODIMENTS
First Embodiment

In the present embodiment, a fraudulent mail is, for
example, a targeted attack mail. Since being apparently simi-
lar to a normal mail usually received by a recipient, the
targeted attack mail sneaks through filtering for a spam mail
and a virus mail, and is received. In addition, when the recipi-
ent opens an attached file of the incoming mail or accesses an
attached URL, the targeted attack mail executes some type of
fraudulent act such as, for example, accessing personal infor-
mation. Being apparently similar corresponds to, for
example, a case where a transmission source address or a
body text is the same as or closely similar to anormal mail and
it is difficult for a general filter for a spam mail or a virus mail
to stop the targeted attack mail.

A mail checker in the present embodiment is a program
installed into a terminal device along with mail software.
When the mail software transmits an electronic mail, the mail
checker generates and adds, to the electronic mail, verifica-
tion information to be described below. In addition to this,
when the mail software has received an electronic mail, the
mail checker performs verification processing utilizing veri-
fication information to be described below, and issues an alert
warning to a user about an incoming mail suspected to be a
fraudulent mail.

The generation of the verification information is performed
in encryption processing utilizing predetermined encryption
key information. In addition to this, in an outgoing mail to be
transmitted into an intranet (internal network), internal trans-
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mission secret key information internally managed in secret is
used, and, in an outgoing mail to be transmitted to the Internet
(external network), external transmission secret key informa-
tion and the public key information thereof are used. The
internal transmission secret key information is shared by
electronic mail terminal devices within the intranet. However,
since it is difficult to share a common key with an electronic
mail terminal in the external network, an encryption method
due to the secret key information and the public key informa-
tion is used.

In addition, as encryption target information, characteristic
amount information is used that is generated by carrying out
an operation on information extracted from the header infor-
mation, the body text, or the attached information of an out-
going mail, using a function based on a predetermined algo-
rithm. Accordingly, by keeping confidential which
information of an outgoing mail is extracted and which algo-
rithm a function for generating the characteristic amount
information is based on, it may be possible to further enhance
security.

[Configuration of Electronic Mail System]

FIG. 1 is the configuration diagram of an electronic mail
system in the present embodiment. The structure of the elec-
tronic mail system is described with reference to FIG. 1.

In FIG. 1, through an Internet communication line network
1, two intranets 2 and 7 are connected. The electronic mail
transmitting terminal 3 of a sender X, the electronic mail
receiving terminal 6 of a recipient A, an outgoing mail
(SMTP) server 4, and an incoming mail (POP) server 5 are
connected to the intranet 2 the sender X and the recipient A
use.

In addition, an incoming mail (POP) server 8 and an elec-
tronic mail receiving terminal 9 are connected to the intranet
7 a recipient B uses.

The SMTP is a simple mail transfer protocol, and a proto-
col used for transmitting an electronic mail through Internet
or an intranet. Using the present protocol, it may be possible
for the outgoing mail (SMTP) server 4 to transmit an elec-
tronic mail. The POP is a post office protocol, and a protocol
used for receiving a mail from a server storing therein an
electronic mail on Internet or an intranet. Using the present
protocol, it may be possible for the incoming mail (POP)
server 5 and the incoming mail (POP) server 8 to receive
electronic mails.

In the present embodiment, a case is described where the
sender X transmits an electronic mail from the electronic mail
transmitting terminal 3 to the electronic mail receiving termi-
nal 6 of the recipient A within the intranet 2, or to the elec-
tronic mail receiving terminal 9 of the recipient B within the
external intranet 7 through the Internet 1. It may be natural for
the sender X to be capable of transmitting electronic mails to
the recipients A and B owing to broadcast communication.

[Configuration of Each Terminal Device in Electronic Mail
System]

FIG. 2 is the configuration diagram of an electronic mail
transmitting terminal a sender uses. The electronic mail trans-
mitting terminal 3 includes electronic mail software 31 where
the sender creates an electronic mail or issues an instruction
for transmission, a verification information generation device
32 generating verification information to be information used
for confirming whether or not there is the possibility of being
a targeted attack mail, and a communication device 33 trans-
mitting an electronic mail through the intranet 2. The elec-
tronic mail software 31 corresponds to a mailer program such
as, for example, Outlook of Microsoft Corporation or Thun-
derbird of Mozilla Corporation. In addition, the verification

10

15

20

25

30

35

40

45

50

55

60

65

6

information generation device 32 corresponds to a portion of
a mail checker program detecting a fraudulent mail.

FIG. 3 is the configuration diagram of a verification infor-
mation generation device. The verification information gen-
eration device 32 includes a demand reception mechanism
321, a management mechanism 322, a generation key man-
agement mechanism 323, and a verification information gen-
eration mechanism 324.

The demand reception mechanism 321 includes an input-
output unit 3211, receives, from the electronic mail software
31, a demand relating to a request to generate verification
information with respect to an outgoing mail M, and returns a
verification information-added outgoing mail M'.

The management mechanism 322 includes a characteristic
amount target item management unit 3221, and manages a
characteristic amount target item indicating the target of a
characteristic amount when the characteristic amount is gen-
erated from an outgoing mail.

The generation key management mechanism 323 handles a
generation key used when the verification information is gen-
erated. Examples of this generation key include the internal
transmission secret key information, the external transmis-
sion secret key information, and the external transmission
public key information paired with the external transmission
secret key information, which are described above. The gen-
eration key management mechanism 323 includes a verifica-
tion information generation method determination unit 3231
determining whether to use the internal transmission secret
key or the external transmission secret key, a verification
information generation key generation unit 3232 generating
the above-mentioned three pieces of key information, and a
verification information generation key storage unit 3233
storing therein in secret the internal transmission secret key
information and the external transmission secret key infor-
mation from among the three pieces of key information.

The verification information generation mechanism 324
generates verification information and adds the verification
information to an outgoing mail. The verification information
generation mechanism 324 includes a characteristic amount
information generation unit 3241 generating characteristic
amount information and so forth from the header information,
the body text, or the attached information of the outgoing
mail, a verification information generation unit 3242 gener-
ating verification information by encrypting the characteristic
amount information using the above-mentioned internal or
external transmission secret key information, and a verifica-
tion information addition unit 3243 adding the generated
verification information and so forth, to the header of the
outgoing mail.

FIG. 4 is the configuration diagram of the electronic mail
receiving terminal 6. FIG. 5 is the configuration diagram of
the electronic mail receiving terminal 9. The electronic mail
receiving terminal 6 in FIG. 4 is a terminal the recipient A
connected to the intranet 2 uses, and the electronic mail
receiving terminal 9 in FIG. 5 is a terminal the recipient B
connected to the intranet 7 uses.

The electronic mail receiving terminals 6 and 9 include
pieces of electronic mail software 61 and 91 where the recipi-
ents A and B issue instructions to receive electronic mails,
verification devices 62 and 92 verifying verification informa-
tion, and communication devices 63 and 93 receiving the
electronic mails from the intranets 2 and 7, respectively. The
pieces of electronic mail software 61 and 91 correspond to
mailer programs such as, for example, Outlook of Microsoft
Corporation or Thunderbird of Mozilla Corporation, in the
same way as the electronic mail transmitting terminal 3. In
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addition, the verification devices 62 and 92 correspond to
portions of mail checker programs detecting fraudulent mails.

FIG. 6 is the configuration diagram of the verification
device in the electronic mail receiving terminal 6. The veri-
fication device 62 includes a demand reception mechanism
621, a decryption key management mechanism 622, and a
verification mechanism 623.

The demand reception mechanism 621 includes an input-
output unit 6211, receives a demand relating to a request to
verify verification information included in an electronic mail
received from the electronic mail software 61, and returns the
verification result thereof.

The decryption key management mechanism 622 gener-
ates and manages a decryption key used when the verification
information is decrypted. This decryption key is the above-
mentioned internal transmission secret key information, and
used when an electronic mail transmitted from the internal
intranet 2 is verified. The decryption key management mecha-
nism 622 includes a verification information decryption key
generation unit 6221 and a verification information decryp-
tion key storage unit 6222.

The verification mechanism 623 generates characteristic
amount information from the information (header informa-
tion, a body text, or an attached information) of a character-
istic amount target item, further generates characteristic
amount information by decrypting verification information
added to an incoming mail, using a decryption key, and com-
pares the two pieces of characteristic amount information
with each other to verify the verification information. The
verification mechanism 623 includes a characteristic amount
information generation unit 6231 generating a characteristic
amount and a verification unit 6232 verifying verification
information.

FIG. 7 is the configuration diagram of the verification
device in the electronic mail receiving terminal 9. The veri-
fication device 92 includes a demand reception mechanism
921 and a verification mechanism 922. The demand reception
mechanism 921 includes an input-output unit 9211, receives
a demand relating to a request to verify verification informa-
tion included in an electronic mail received from the elec-
tronic mail software 91, and returns the verification result
thereof.

The verification mechanism 922 generates characteristic
amount information from the information (header informa-
tion, a body text, or an attached information) of a character-
istic amount target item, further generates characteristic
amount information by decrypting verification information
added to an incoming mail, using a decryption key, and com-
pares the two pieces of characteristic amount information
with each other to verify the verification information. The
verification mechanism 922 includes a characteristic amount
information generation unit 9221 and a verification unit 9222.
Since the electronic mail receiving device 9 in the intranet 7
located outside of the intranet 2 of the sender X is based onan
assumption that the verification device 92 receives and veri-
fies an electronic mail from the outside, the verification
device 92 does not retain a decryption key management
mechanism storing therein internal transmission secret key
information.

[Processing in Electronic Mail System]

[Processing for Advance Preparation]

Next, the flow of processing in an electronic mail system is
described. As explained as the premise thereof, as illustrated
in FIG. 1, the sender X creates an outgoing mail using the
electronic mail transmitting terminal 3, verification informa-
tion is generated and added to the outgoing mail owing to the
mail checker, and the outgoing mail is transmitted so as to be
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addressed to the recipient A or B. In addition, the recipient A
receives the electronic mail using the electronic mail receiv-
ing terminal 6, the electronic mail is verified by the mail
checker, and an alert warning is output when the electronic
mail is suspected to be a fraudulent mail such as a targeted
attack mail. In the same way, the recipient B receives the
electronic mail using the electronic mail receiving terminal 9,
and the electronic mail is verified by the mail checker to
output an alert warning.

FIG. 8, FIG. 9, and FIG. 10 are the flowchart diagrams of
the processing operations of a mail checker, performed as
advance preparation for starting transmission and reception
processing for an electronic mail.

FIG. 8 is the flowchart diagram of processing of the gen-
eration and storage of an authentication information genera-
tion key, due to the generation key management mechanism
323 in the electronic mail transmitting terminal 3. In the
electronic mail transmitting terminal 3, it is desirable that
before transmission processing for an electronic mail is per-
formed, an authentication information generation key used
for generating authentication information is generated in
advance and stored.

Therefore, the generation key management mechanism
323 generates internal transmission secret key information
(S1001), and further generates external transmission secret
key information and public key information, which serve as a
pair of external transmission keys (S1002), and the verifica-
tion information generation key storage unit 3233 stores
therein these pieces of key information (S1003). At this time,
the secret key information used for internal transmission and
the secret key information used for external transmission are
safely stored so as not to be information-leaked to the outside.

A transmitting side and a receiving side share the internal
transmission secret key information as an internal transmis-
sionkey, and hence, it may be possible to generate verification
information using information known to only both thereof.
Therefore, if not knowing the secret information, it may be
difficult for an attacker to create the verification information.
Owing to this, it may become possible to protect against a
fraudulent electronic mail.

FIG. 9 is the flowchart diagram of processing for the gen-
eration and storage of a decryption key, due to the decryption
key management mechanism 622 in the electronic mail
receiving terminal 6. In the electronic mail receiving terminal
6, it is desirable that processing is performed where, before
reception processing for an electronic mail is performed, a
key used for decrypting verification information is generated
in advance and stored.

Therefore, the decryption key management mechanism
622 generates internal transmission secret key information
(S2001), and the decryption key storage unit 6222 stores
therein the information (S2002). At this time, the internal
transmission secret key information is safely stored so as not
to be information-leaked to the outside.

Itis desirable that the pieces of internal transmission secret
key information serving as an encryption key in a transmitting
terminal and a decryption key in a receiving terminal are
created in the transmitting terminal and the receiving terminal
on the basis of the same algorithm, and it is desirable that the
pieces of internal transmission secret key information
become the same information known to only the verification
information generation device 32 in the transmitting terminal
and the verification device 62 in the receiving terminal.

FIG. 10 is the flowchart diagram of processing for the
generation and storage of a characteristic amount target item
in the management mechanism 322 in the electronic mail
transmitting terminal 3. In the electronic mail transmitting
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terminal 3, it is desirable that before starting transmitting an
electronic mail, a characteristic amount target item is prelimi-
narily selected that indicates which item of the header infor-
mation, the body text information, and the attached informa-
tion of an outgoing mail is extracted to generate characteristic
amount information. This characteristic amount target item
is, in other words, information indicating which item of infor-
mation included in the outgoing mail is to be a verification
target, and the verification information generation device 32
determines the characteristic amount target item. Information
(for example, a From header, a body text Body, or the like)
indicating the characteristic amount target item is called char-
acteristic amount target item information. In addition, the
information of the characteristic amount target item (for
example, the address of the From header when the character-
istic amount target item is the From header) is called charac-
teristic amount target information.

In this case, the verification information generation device
32 may manage a generation policy for the characteristic
amount target item. In addition, the characteristic amount
target item may also be individually generated in units of
mails in accordance with the degrees of importance of the
contents of mails, and all the created mails may also be
generated owing to the same target header item. This control
may also be performed owing to the above-mentioned gen-
eration policy information for the characteristic amount tar-
get item.

FIG. 11 is a diagram illustrating an example of the list of
candidates of characteristic amount target items set in
response to the degrees of importance of the contents of
mails. In this example, in response to the degrees of impor-
tance of electronic mails, characteristic amount target items
are different, and the number of selected items increases as
the degree of importance draws nigh to “A” (namely, the
degree of importance becomes high).

After a characteristic amount target item is selected in
response to the degree of importance of the content of a mail
with reference to the list of candidates of characteristic
amount target items in FIG. 11 or a preliminarily decided
candidate is selected, the characteristic amount information is
generated is described later.

In the present embodiment, an example is described where
characteristic amount target items (the items of From, Sub-
ject, Date, and Body) having the degree of importance D are
selected. In addition, the management mechanism 322 gen-
erates (selects) the characteristic amount target items
(S3001), and the characteristic amount target item manage-
ment unit 3221 stores therein the characteristic amount target
item information thereof (S3002).

From among the above-mentioned processing operations
for advance preparation, the generation of secret key infor-
mation is performed as registration processing, for example,
when the mail checker is installed, and the secret key infor-
mation is periodically changed. The internal transmission
secret key information is secretly shared by all mail checkers
within the same intranet. In addition, the external transmis-
sion secret key information is secretly shared by all mail
checkers.

In addition, it is desirable that an algorithm for after-men-
tioned characteristic amount generation, namely, information
(characteristic amount generation function information)
relating to which function the characteristic amount informa-
tion is generated by, is also decided in the stage of advance
preparation and secretly shared by all the mail checkers. The
generation and storage of the characteristic amount genera-
tion function information are performed by, for example, the
management mechanism 322 in the electronic mail transmit-
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ting terminal 3. In addition, that characteristic amount gen-
eration function information is shared with the electronic
mail receiving terminals 6 and 9.

[Transmission Processing for Electronic Mail]

Next, transmission processing for an electronic mail is
described that is performed by the electronic mail transmit-
ting terminal 3.

FIG. 12 and FIG. 13 are flowchart diagrams of generation
processing for verification information in the verification
information generation device 32 in the electronic mail trans-
mitting terminal 3. In addition, FIG. 14 is a diagram illustrat-
ing an example of processing for the generation and addition
of verification information when an internal transmission
generation key (internal transmission secret key information)
is used. FIG. 15 is a diagram illustrating an example of pro-
cessing for the generation and addition of verification infor-
mation when an external transmission generation key (exter-
nal transmission secret key information) is used.

In FIG. 12, the sender X starts up the electronic mail
software 31 using the electronic mail transmitting terminal 3,
and creates an outgoing electronic mail. After creating the
electronic mail, the electronic mail software 31 issues a
request to generate verification information, to the verifica-
tion information generation device 32 serving as a mail
checker, and outputs an outgoing electronic mail including
header information and body text information.

In response to this, the verification information generation
device 32 receives the request to generate verification infor-
mation from the electronic mail software 31 through the
input-output unit 3211 in the demand reception mechanism
321. In addition, the demand reception mechanism 321 issues
a request to generate verification information to the verifica-
tion information generation mechanism 324 (S4001). At this
time, the outgoing electronic mail that has been received from
the electronic mail software 31 and includes the header infor-
mation and the body text information is output to the verifi-
cation information generation mechanism 324.

In response to this, the verification information generation
mechanism 324 receives the request to generate verification
information (S4002), and outputs a request to acquire a gen-
eration key to the generation key management mechanism
323 (S4003). At this time, the header information of the
outgoing mail is output so that the generation key manage-
ment mechanism 323 determines whether internal transmis-
sion or external transmission.

Inresponse to this, the generation key management mecha-
nism 323 receives the request to acquire a generation key
(S4004). Next, the verification information generation
method determination unit 3231 within the generation key
management mechanism 323 analyzes the header informa-
tion of the outgoing mail (S4005).

Specifically, the To: header of the header information of the
outgoing mail, illustrated in FIG. 14 and FIG. 15, is con-
firmed, and it is determined whether the internal transmission
or the external transmission (S4006). In the case of the inter-
nal transmission in FIG. 14, owing to a domain (inter.system-
.com) following “@” in “kimura@inter.system.com” in the
To: header, it may be possible to determine the internal trans-
mission, and in the case of the external transmission in FIG.
15, owing to a domain (extra.tech.com) following “@” in
“satoh@extra.tech.com” in the To: header, it may be possible
to determine the external transmission. In other words, it is
based on the assumption that the verification information
generation method determination unit 3231 knows the infor-
mation of the domain of the mail address of the sender X. In
the case of not knowing, if both of the domains of the headers
of From and To coincide with each other, the internal trans-
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mission is determined, and if both of the domains of the
headers of From and To do not coincide with each other, the
external transmission is determined.

When the determination due to the verification information
generation method determination unit 3231 corresponds to
the internal transmission, the verification information genera-
tion key storage unit 3233 acquires the internal transmission
secret key information (S4007-IN), and outputs the internal
transmission secret key information to the verification infor-
mation generation mechanism 324 (S4008). On the other
hand, in the case of the external transmission, the verification
information generation key storage unit 3233 acquires an
external transmission key pair (the secret key information and
the public key information) (S4007-OUT), and outputs the
external transmission key pair to the verification information
generation mechanism 324 (S4008).

In response to this, the verification information generation
mechanism 324 inputs the generation key (S4009), and sub-
sequently, outputs, to the management mechanism 322, a
request to acquire a characteristic amount target item
(S4010).

The management mechanism 322 inputs the request to
acquire a characteristic amount target item (S4011), and
acquires a characteristic amount target item from the charac-
teristic amount target item management unit 3221 (S4012).
An acquisition method is as illustrated in the above descrip-
tion. In addition, the management mechanism 322 outputs the
characteristic amount target item to the verification informa-
tion generation mechanism 324 (S4013).

After acquiring the characteristic amount target item
(S4014), the verification information generation mechanism
324 generates characteristic amount information using the
information of the characteristic amount target item, as illus-
trated in FIG. 13 (S4015).

The generation of the characteristic amount information is
specifically illustrated in FIG. 14 and FIG. 15. The character-
istic amount information generation unit 3241 generates the
characteristic amount information with respect to four items
including the From: header, the Subject: header, and the Date:
header of the header information and the Body: body text
information of the outgoing mail (S4015). In FIG. 14 of the
internal transmission, it is indicated that “482DCBA724” has
been generated as the characteristic amount information. In
FIG. 15 of the external transmission, it is indicated that
“23104AFC46” has been generated as the characteristic
amount information.

This characteristic amount information corresponds to, for
example, hash information generated using a one-way hash
function. Owing to this, the characteristic amount informa-
tion becomes digest information having a relatively short
fixed size, and it may be possible to easily perform encryption
processing utilizing secret key information. In this regard,
however, a characteristic amount generation method may also
be used that is based on a generation algorithm other than the
one-way hash function. It is desirable that the verification
device 32 on the transmitting side shares the function based
on this generation algorithm, with the characteristic amount
information generation units 6231 and 9221 in the verifica-
tion devices 62 and 92 on the receiving side so as to secure
consistency at the time of verification.

In addition, while, in the present embodiment, the charac-
teristic amount information is generated with respect to the
characteristic amount target item using the hash function, the
characteristic amount target information including the infor-
mation of the characteristic amount target item without
change may also be used as the characteristic amount infor-
mation as illustrated by dashed line arrows in FIG. 14 and
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FIG. 15. In this regard, however, when the latter is selected,
compared with the former, there is the possibility that the
verification information is fabricated by an attacker. Accord-
ingly, it is desirable that, in the same way as the former, the
transmitting side and the receiving side secretly share a gen-
eration algorithm such as the hash function with each other
and the characteristic amount information is generated from
the information of the characteristic amount target item
owing to the generation algorithm.

When the generation of the characteristic amount informa-
tion has been completed, the verification information genera-
tion mechanism 324 generates verification information
(S4016). Specifically, the secret key information of a genera-
tion key is acquired from the verification information genera-
tion key storage unit 3233, and encryption processing is per-
formed using the secret key information.

In the case of the internal transmission, as illustrated in
FIG. 14, the verification information generation unit 3242
subjects the characteristic amount information to encryption
processing using the internal transmission secret key infor-
mation, and generates the verification information. In FIG.
14, it is indicated that “BC73DA1254231C” has been gener-
ated as the verification information.

In the case of the external transmission, as illustrated in
FIG. 15, the verification information generation unit 3242
subjects the characteristic amount information to encryption
processing using the external transmission secret key infor-
mation, and generates the verification information. In FIG.
15, it is indicated that “AF7D021BC81B43” has been gener-
ated as the verification information.

Next, the verification information addition unit 3243 adds
the verification information to the header information of the
outgoing mail, as new header information (S4017). Further-
more, the verification information addition unit 3243 also
adds the characteristic amount target item to the header infor-
mation of the outgoing mail, as new header information
(S4018). The characteristic amount target item is information
desired for performing verification at the time of receiving a
mail, and the characteristic amount information is generated
from the information of the characteristic amount target item
added to the header information, at the time of receiving the
mail in the same way as at the time of transmitting the mail.
Accordingly, by adding the characteristic amount target item
to the header information of the outgoing mail, it may be
possible for the mail checker in the receiving terminal to
generate the characteristic amount information.

In the examples in FIG. 14 and FIG. 15, the From, the
Subject, the Date, and the Body, which directly indicate the
characteristic amount target items, are added to the header
information. However, encryption information correspond-
ing to the characteristic amount target item, for example,
characteristic amount target item information such as the rank
of the degree of importance, which corresponds to the char-
acteristic amount target item, may also be added to the header
information. In such a case, security is enhanced.

In FIG. 14 of the internal transmission, as new header
information relating to the characteristic amount target item,
an X-Inbound-TargetHead: header is generated, and “From,
Subject, Date, Body” to be the characteristic amount target
items are added. In addition, as the header information of the
verification information, an X-Inbound-MAC (message
authentication code): header is generated, and
“BC73DA1254231C” to be the verification information is
added.

In the case of the external transmission (S4019: YES), in
addition to the characteristic amount target items and the
verification information, added to the internal transmission,
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the verification information addition unit 3243 adds the exter-
nal transmission public key information corresponding to the
encrypted external transmission secret key information, as
information used for performing verification at the time of
receiving a mail (S4020). In this regard, however, the external
transmission public key information may also be bulletined in
an Internet site open to public inspection, and, in that case,
may not be added to the header information.

In FIG. 15 of the external transmission, as the new header
information of the external transmission public key informa-
tion, an X-Inbound-PKey (public key): header is generated,
and “4BCD781A23913A” to be the external transmission
public key information is added.

The verification information addition unit 3243 may also
add, as the header information, encryption information indi-
cating a generation algorithm such as a one-way hash func-
tion, used for generating a characteristic amount. In doing so,
the transmitting side and the receiving side may not share the
generation algorithm with each other.

Owing to the processing operations so far, the generation of
the outgoing electronic mail including the verification infor-
mation-added header information is completed. Therefore,
the verification information generation mechanism 324 out-
puts verification information-added mail information to the
demand reception mechanism 321 (S4021). When having
input the verification information-added mail information
(S4022), the demand reception mechanism 321 outputs the
verification information-added mail information to the elec-
tronic mail software 31, and the electronic mail software 31
transmits an electronic mail to a recipient through the com-
munication device 33. In the case of transmission to the
recipient A, the electronic mail is transmitted through the
outgoing mail (SMTP) server 4 on the way, and in the case of
transmission to the recipient B, the electronic mail is trans-
mitted through the outgoing mail (SMTP) server 7 on the way.

[Reception Processing for Electronic Mail]

Next, reception processing in the electronic mail receiving
terminals 6 and 9 are described.

FIG. 16 and FIG. 17 are flowchart diagrams of verification
processing for verification information in the verification
device 62 and the verification device 92 in the individual
electronic mail receiving terminals 6 and 9. FIG. 18 is a
diagram illustrating an example of verification processing
when an internal generation key is used. FIG. 19 is a diagram
illustrating an example of verification processing when an
external generation key is used.

First, using FIG. 16, FIG. 17, and FIG. 18, the verification
processing of the recipient A within the internal network at
the time of reception is described. The recipient A starts up the
electronic mail software 61 on the mail receiving terminal 6,
and performs reception processing for an electronic mail. At
this time, through the incoming mail (POP) server 5, a veri-
fication information-added mail is received.

In addition, the electronic mail software 61 issues a request
to verify verification information to the verification device 62
serving as the mail checker, with adding the verification infor-
mation-added mail to the request. Through the input-output
unit 6211 in the demand reception mechanism 621, the veri-
fication device 62 receives the request to verity the verifica-
tion information from the electronic mail software 61. In
response to this, the demand reception mechanism 621 issues
a verification request to the verification mechanism 623
(S5001). Atthis time, the verification information-added mail
received from the electronic mail software 61 is provided to
the verification mechanism 623.

The verification mechanism 623 inputs the verification
request (S5002), and analyzes the header information and the
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body text information of the verification information-added
mail (S5003). Subsequently, the verification mechanism 623
acquires a characteristic amount target item from the header
information (S5004).

Specifically, as illustrated in FIG. 18, by referring to an
X-Inbound-TargetHead: header corresponding to the charac-
teristic amount target item, it is confirmed which item is the
generation target of the characteristic amount information. In
the present embodiment, as described in the processing at the
time of transmission, it means that the characteristic amount
information is generated with respect to four items including
the From: header, the Subject: header, the Date: header, and
the Body: body text information. In addition, as described
later, the characteristic amount information generation unit
6231 extracts the characteristic amount target item from the
received electronic mail, and regenerates the characteristic
amount information owing to the function of a generation
algorithm (S5011).

After having acquired the characteristic amount target
item, the verification mechanism 623 determines whether
reception from the internal network or reception from the
external network (S5005). This determination may be per-
formed from, for example, a domain following “@” in a mail
address described in the FROM: header of an incoming mail.
In the example of FIG. 18, reception from the internal net-
work is determined. Therefore, the verification mechanism
623 outputs, to the decryption key management mechanism
622, a request to acquire a decryption key (internal transmis-
sion secret key information) (S5006-IN).

Inresponse to this, the decryption key management mecha-
nism 622 inputs the request to acquire a decryption key
(S5007). In addition, the decryption key management mecha-
nism 622 acquires the internal transmission secret key infor-
mation from the verification information decryption key stor-
age unit 6222 (S5008), and outputs the internal transmission
secret key information to the verification mechanism 623
(S5009). In response to this, the verification mechanism 623
inputs the internal transmission secret key information
(S5010).

When the characteristic amount target item and the decryp-
tion key have been completed, the verification mechanism
623 regenerates the characteristic amount information using
the information of the characteristic amount target item
(S5011). Specifically, as illustrated in FIG. 18, using the same
generation algorithm as the transmitting side, such as a one-
way hash function, the characteristic amount information
generation unit 6231 regenerates the characteristic amount
information, with respect to the information of four items
including the From: header, the Subject: header, and the Date:
header of the header information and the Body: body text
information. In FIG. 18, “482DCBA724” has been generated
as the characteristic amount information.

When the above-mentioned characteristic amount infor-
mation is regenerated, in a case where function correspon-
dence information corresponding to the function of a charac-
teristic amount generation algorithm is added to the header of
the incoming mail, the characteristic amount information
generation unit 6231 refers to that, and generates the charac-
teristic amount information from the characteristic amount
target item using a corresponding function.

In addition, when the above-mentioned characteristic
amount information is regenerated, in a case where the char-
acteristic amount target item information serving as encryp-
tion information corresponding to the characteristic amount
target item is added to the header of the incoming mail, a
characteristic amount target item corresponding to the char-
acteristic amount target item information is acquired from the
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list of characteristic amount target items in FIG. 11, and the
characteristic amount information is generated from the char-
acteristic amount target item owing to the characteristic
amount generation algorithm.

Furthermore, when the above-mentioned characteristic
amount information is regenerated, in a case where the char-
acteristic amount target information of the information itself
of the characteristic amount target item is utilized, as the
characteristic amount information, on the transmitting side
without being subjected to an operation due to the one-way
hash function, the characteristic amount target information of
the information itself of the characteristic amount target item
is also utilized, as the characteristic amount information, on
the receiving side in the same way, as illustrated by a dashed
line arrow in FIG. 18.

Subsequently, the verification mechanism 623 acquires the
verification information added to the header information
(S5012). For example, as illustrated in FIG. 18, by referring to
an X-Inbound-MAC: header, “BC73DA1254231C” serving
as the verification information is acquired.

In addition, in the example in FIG. 18, since in the case of
reception from the internal network (S5014-IN), the verifica-
tion mechanism 623 decrypts the verification information
using internal transmission secret information acquired from
the decryption key management mechanism 622, and
acquires the characteristic amount information (S5015). As
illustrated in FIG. 18, “482DCBA724” has been generated as
a decryption result.

When the decryption of the verification information has
been completed, the verification mechanism 623 compares
the decrypted characteristic amount information with the
regenerated characteristic amount information, and confirms
whether or not the decrypted characteristic amount informa-
tion and the regenerated characteristic amount information
coincide with each other (S5016). In addition, the verification
mechanism 623 outputs the result of comparison and confir-
mation to the demand reception mechanism 621 (S5017).

When having received a verification result (S5018), the
demand reception mechanism 621 outputs the verification
result to the electronic mail software 61, and the recipient A is
notified of the verification result through the output device 64.

In the example of FIG. 18, since the regenerated charac-
teristic amount information, “482DCBA724”, and the
decrypted characteristic amount information,
“482DCBA724”, coincide with each other, an adequate
incoming mail notice is given. On the other hand, when the
regenerated characteristic amount information and the
decrypted characteristic amount information do not coincide
with each other, the recipient A is notified of a suspected
fraudulent incoming mail such as a targeted attack electronic
mail.

Next, using FIG. 16, F1G. 17, and FIG. 19, the verification
processing of the recipient B within the external network at
the time of reception is described. The recipient B starts up the
electronic mail software 91 installed into the mail receiving
terminal 9, and performs reception processing for an elec-
tronic mail. At this time, through the incoming mail (POP)
server 8, a verification information-added mail is received.

After having received a request to receive an electronic
mail, the electronic mail software 91 issues a request to verify
verification information to the verification device 92, with
adding the verification information-added mail to the request.
Through the input-output unit 9211 in the demand reception
mechanism 921, the verification device 92 receives the
request to verify the verification information from the elec-
tronic mail software 91. In addition, the demand reception
mechanism 921 issues a verification request to the verifica-
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tion mechanism 922 (S5001). At that time, the verification
information-added mail received from the electronic mail
software 91 is transmitted along with the verification request.

The verification mechanism 922 inputs the above-men-
tioned verification request (S5002), and analyzes the header
information and the body text information of the verification
information-added mail (S5003). In addition, the verification
mechanism 922 acquires a characteristic amount target item
from the header information of the verification information-
added incoming mail (S5004).

Specifically, as illustrated in FIG. 19, by referring to an
X-Inbound-TargetHead: header corresponding to the charac-
teristic amount target item, it is confirmed which item is the
generation target of the characteristic amount information. In
the example of FIG. 19, the characteristic amount target items
are the four items including the From: header, the Subject:
header, the Date: header, and the Body: body text informa-
tion, and it means that the characteristic amount information
is generated from these items.

After having acquired the characteristic amount target
item, the verification mechanism 922 determines whether
reception from the internal network or reception from the
external network (S5005). This determination may be per-
formed from, for example, a domain following “@” in a mail
address described in the FROM: header of the verification
information-added incoming mail. In the example of FIG. 19,
reception from the external network is determined (S5006-
OUT), and since the decryption key is stored in the header
information, no acquisition request is issued to the decryption
key management mechanism.

When the characteristic amount target item and the decryp-
tion key have been completed, the verification mechanism
922 regenerates the characteristic amount information using
the information of the characteristic amount target item
(S5011). Specifically, as illustrated in FIG. 19, owing to a
predetermined generation algorithm shared with the transmit-
ting side, for example, a one-way hash function, the charac-
teristic amount information generation unit 9221 regenerates
the characteristic amount information, from information with
respect to four items including the From: header, the Subject:
header, and the Date: header of the header information and the
Body: body text information. In FIG. 19, “23104AFC46” has
been generated as the characteristic amount information.

Next, the verification mechanism 922 acquires the verifi-
cation information added to the header information (S5012).
As illustrated in FIG. 19, by referring to an X-Inbound-MAC:
header, “AF7D021BC81B43” serving as the added verifica-
tion information is acquired.

Since in the case of reception from the external network,
the verification mechanism 922 acquires the external trans-
mission public key information added to the header informa-
tion (S5014-OUT). Specifically, as illustrated in FIG. 19, by
referring to an X-Inbound-PKey: header,
“4BCD781A23913A” is acquired. Using this external trans-
mission public key information, the verification information
is decrypted, and the characteristic amount information is
acquired (S5015). As illustrated in FIG. 19, “23104AFC46”
has been generated as a decryption result.

When the decryption of the verification information has
been completed, the verification mechanism 922 compares
the decrypted characteristic amount information with the
regenerated characteristic amount information, and confirms
whether or not the decrypted characteristic amount informa-
tion and the regenerated characteristic amount information
coincide with each other (85016). In addition, the result of
comparison and confirmation is output to the demand recep-
tion mechanism 921 (S5017).
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When having received a verification result (S5018), the
demand reception mechanism 921 outputs the verification
result to the electronic mail software 91, and the recipient B is
notified of the verification result through the output device 94.

In the same way as in the case of being transmitted to the
internal network, in the receiving terminal for an electronic
mail transmitted to the external network, the following
example of a modification may also be available in the repro-
duction of the characteristic amount information.

First, when the above-mentioned characteristic amount
information is regenerated, in a case where function corre-
spondence information corresponding to the function of a
characteristic amount generation algorithm is added to the
header of the incoming mail, the characteristic amount infor-
mation generation unit 9221 refers to that, and generates the
characteristic amount information from the information the
characteristic amount target item using a corresponding func-
tion.

In addition, when the above-mentioned characteristic
amount information is regenerated, in a case where the char-
acteristic amount target item information serving as encryp-
tion information corresponding to the characteristic amount
target item is added to the header of the incoming mail, a
characteristic amount target item corresponding to the char-
acteristic amount target item information is acquired from the
list of characteristic amount target items in FIG. 11, and the
characteristic amount information is generated from the
information of the characteristic amount target item owing to
the characteristic amount generation algorithm.

Furthermore, when the above-mentioned characteristic
amount information is regenerated, in a case where the char-
acteristic amount target information of the characteristic
amount target item itself is utilized, as the characteristic
amount information, on the transmitting side without being
subjected to an operation due to the one-way hash function,
the characteristic amount target information of the character-
istic amount target item itself is also utilized, as the charac-
teristic amount information, on the receiving side in the same
way, as illustrated by a dashed line arrow in FIG. 19.

In addition, even if the external transmission public key
information is not added to the header of the incoming mail,
it may be possible to perform decryption processing by
acquiring that external transmission public key information
from a predetermined Internet site providing the external
transmission public key information.

In the receiving terminal for an electronic mail transmitted
to the external network, encryption and decryption are per-
formed using a pair of the external transmission secret key
information and the public key information. Accordingly,
there is no assurance that the public key information is not
generated by a third person. Therefore, the verification
mechanism 922 may also perform processing for requesting
an authentication business operator to authenticate the exter-
nal transmission public key information added to the incom-
ing mail and receiving an authentication result. The authen-
tication business operator registers the external transmission
secret key information and the public key information, and
authenticates that secret key information corresponding to the
requested public key information is not fraudulent secret key
information, namely, is a key due to a legitimate sender.
Owing to this, even if a fraudulent third person has personally
generated the external transmission secret key information
and the public key information and transmitted an authenti-
cation information-added electronic mail using these, it may
be detected owing to authentication processing due to a public
key authentication business operator.
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In addition, even if a verification information-added elec-
tronic mail has been received owing to the external transmis-
sion secret key information and the public key information
the fraudulent third person has generated, if a generation
algorithm for generating the characteristic amount informa-
tion is secretly maintained, the regenerated characteristic
amount information and the decrypted characteristic amount
information do not coincide with each other. Therefore, it
may be possible to detect that the verification information-
added electronic mail is an electronic mail due to the fraudu-
lent third person.

[Example of Broadcast Electronic Mail to Internal and
External Networks]

In the present embodiment, it may also be possible for the
sender X to transmit a broadcast mail (a mail where internal
transmission and external transmission are mixed) to the
recipient A and the recipient B. In that case, the mail checker
in the transmitting terminal performs both of the processing
in the case of the internal network and the processing in the
case of the external network, which are described above. In
addition to this, the mail checker in the receiving terminal
performs the above-mentioned reception processing to per-
form verification if within the internal network, and the mail
checker in the receiving terminal performs the above-men-
tioned reception processing to perform verification if within
the external network.

As described above, according to the present embodiment,
without using an SPF/Sender ID or a DKIM, realized on a
server basis, it may be possible to detect a fraudulent mail
such as a targeted attack mail, on a client basis. Specifically,
using the internal transmission secret key information or the
external transmission secret key information, the verification
information is generated that includes the header information
or the body text information, and verification is performed.
Therefore, as long as these pieces of information to be secret
are not leaked to an attacker, it is difficult to fabricate the
header information and generate the verification information.
Accordingly, as for a mail to which the verification informa-
tion is added and where it may not be possible to correctly
perform verification, it may be possible to determine that
there is the possibility of being a targeted attack mail, and
owing to this detection, it may become possible to reduce the
reception probability of a targeted attack mail.

Second Embodiment

In the first embodiment, the verification information gen-
eration device 32 serving as the mail checker program on the
transmitting side extracts the information of a characteristic
amount target item on the basis of the characteristic amount
target item information, generates the characteristic amount
information from that information using a one-way hash
function, and generates the verification information by
encrypting that characteristic amount information using the
encryption key information. In addition, the verification
device 62 or 92 serving as the receiving-side mail checker
program extracts the information of the characteristic amount
target item on the basis of the characteristic amount target
item information, generates the characteristic amount infor-
mation from that information using a one-way hash function,
generates the decryption characteristic amount information
by decrypting the received verification information using the
encryption key information, compares both of the pieces of
characteristic amount information, and checks whether or not
an adequate incoming mail.

Accordingly, it is desirable that encryption algorithms,
characteristic amount information generation algorithms
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(hash functions), pieces of encryption key information
(pieces of internal transmission secret key information), and
verification information generation algorithms for pieces of
characteristic amount target item information individually
coincide with each other between mail checker programs
installed into a transmitting side and a receiving side. In
addition, if these pieces of information are leaked and avail-
able to a fraudulent attacker, it may become difficult to block
a spoofed mail having verification information due to the
fraudulent attacker. Therefore, it is desirable that all pieces or
some pieces of information desired for the generation of the
above-mentioned verification information are occasionally
updated.

However, when such a verification information generation
algorithm as described above is periodically updated, a case
occurs where the verification information generation algo-
rithm is different between the transmitting terminal and the
receiving terminal. For example, a case is cited where, owing
to a long-term overseas business trip or the like, update pro-
cessing was not performed. When the verification informa-
tion generation algorithm is different, it is difficult for a mail
checker program to discriminate a case where verification
information generation algorithms have coincided with each
other and verification has failed owing to the falsification of'a
target header item, from a case where verification has failed
owing to the inconsistency of the verification information
generation algorithm while a target header item has not been
falsified.

Therefore, in a second embodiment, when all pieces or
some pieces of information (a verification information gen-
eration algorithm) desired for the generation of the verifica-
tion information have been updated, verification information
generation algorithm version information is issued in
response to this, and each mail checker program stores therein
the version information. In addition, the version information
is encrypted (alternatively, the characteristic amount infor-
mation of the version information is encrypted) and attached
to an outgoing mail. In addition to this, on the receiving side,
checking and an alert warning, based on the verification infor-
mation of an incoming mail, are performed under the condi-
tion that the version information of the incoming mail and the
version information of a mail checker program on the receiv-
ing side coincide with each other. In other words, on the basis
of the verification information generation algorithm version
information, it is confirmed that the verification information
generation algorithms coincide with each other between
transmission and reception.

FIG. 20 is a diagram illustrating an example of verification
information generation algorithm version information in the
second embodiment. In the first example, the verification
information generation algorithm version information 10 is
information for identifying the combination of a characteris-
tic amount information generation algorithm 11 such as a
hash function and an encryption algorithm 12 for encrypting
the characteristic amount information and generating the
verification information. In this regard, however, as described
in the first embodiment, when the target header information is
directly encrypted without generating the characteristic
amount information owing to the hash function, the verifica-
tion information generation algorithm version information 10
is information for identifying the encryption algorithm.

In addition, in a second example, the verification informa-
tion generation algorithm version information 10 is informa-
tion for identifying the combination of characteristic amount
target item information (target header item information) 13
and internal transmission secret key information 14 in addi-
tion to the characteristic amount information generation algo-
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rithm 11 such as a hash function and the encryption algorithm
12 for encrypting the characteristic amount information and
generating the verification information.

In the above-mentioned second example, if it may be pos-
sible to confirm the consistency of the version information, it
may be possible to confirm the consistency of the character-
istic amount target item information (target header item infor-
mation) 13. Therefore, the characteristic amount target item
information (target header item information) 13 may not be
added to the header information of an outgoing mail in the
same way as in the first embodiment.

Which of the first and second examples is selected is deter-
mined in response to which information is periodically
updated in the mail checker program or not.

FIG. 21 is the configuration diagram of a verification infor-
mation generation device within the electronic mail transmit-
ting terminal 3 in the second embodiment. FIG. 21 is a dia-
gram corresponding to FIG. 3 in the first embodiment. In the
verification information generation device 32 in FIG. 21, the
verification information generation mechanism 324 stores
therein the verification information generation algorithm ver-
sion information 10, the characteristic amount information
generation unit 3241 generates characteristic amount infor-
mation (4) with respect to the version information, from the
version information 10 using the one-way hash function, and
the verification information generation unit 3242 encrypts,
using an encryption key, the characteristic amount informa-
tion (4) with respect to the version information and generates
verification information (2) with respect to the version infor-
mation. This is a configuration where the verification infor-
mation generation device 32 in FIG. 21 is different from FIG.
3. The other configuration is the same as in FIG. 3.

As an example of a modification to the above description,
the verification information generation device 32 may also
directly encrypt the version information 10 using an encryp-
tion key and generate the verification information (2) with
respect to the version information without generating the
characteristic amount information (5) with respect to the ver-
sion information.

FIG. 22 is the configuration diagram of the verification
device 62 within the electronic mail receiving terminal 6 in
the second embodiment. FIG. 22 is a diagram corresponding
to FIG. 6 in the first embodiment. In the verification device 62
in FIG. 22, the verification mechanism 623 stores therein the
verification information generation algorithm version infor-
mation 10, and the characteristic amount information genera-
tion unit 6231 generates characteristic amount information
(5) with respect to the version information, from the version
information 10 using the one-way hash function. On the other
hand, the verification unit 6232 decrypts verification infor-
mation (2) with respect to the version information, added to
an incoming mail, using a decryption key (internal transmis-
sion secret key), and generates characteristic amount infor-
mation (6), compares both of the pieces of characteristic
amount information (5) and (6) with each other, and checks
whether or not the pieces of version information coincides
with each other. This is a process where the verification
device 62 in FIG. 22 is different from FIG. 3. The other
process is the same as in FIG. 6.

As an example of a modification to the above description,
when the version information is directly encrypted on the
transmitting side using an encryption key and the verification
information (2) with respect to the version information is
generated, the verification device 62 on the receiving side also
decrypts the verification information (2) with respect to the
version information using a decryption key, generates the
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version information, and checks whether the version infor-
mation coincides with the version information on the receiv-
ing side.

FIG. 23 is the configuration diagram of the verification
device 92 within the electronic mail receiving terminal 9 in
the second embodiment. FIG. 23 is a diagram corresponding
to FIG. 7 in the first embodiment. In the verification device 92
in FIG. 23, the verification mechanism 922 stores therein the
verification information generation algorithm version infor-
mation 10, and the characteristic amount information genera-
tion unit 9221 generates the characteristic amount informa-
tion (5) with respect to the version information, from the
version information 10 using the one-way hash function. On
the other hand, the verification unit 9222 decrypts the verifi-
cation information (2) with respect to the version informa-
tion, added to an incoming mail, using a decryption key
(external transmission secret key), and generates the charac-
teristic amount information (6), compares both of the pieces
of characteristic amount information (5) and (6) with each
other, and checks whether or not the pieces of version infor-
mation coincides with each other. This is a process where the
verification device 92 in F1G. 23 is different from FIG. 7. The
other process is the same as in FIG. 6.

As an example of a modification to the above description,
when the version information is directly encrypted on the
transmitting side using an encryption key and the verification
information (2) with respect to the version information is
generated, the verification device 92 on the receiving side also
decrypts the verification information (2) with respect to the
version information using a decryption key, generates the
version information, and checks whether the version infor-
mation coincides with the version information on the receiv-
ing side.

[Processing for Advance Preparation]

In the second embodiment, desired processing for advance
preparation is the update of the characteristic amount infor-
mation generation algorithm (hash function) or the encryp-
tion algorithm, managed by the verification information gen-
eration algorithm version information 10, and the storage of
the verification information generation algorithm version
information 10 associated with the update. In addition, in the
second embodiment, the same advance preparation process-
ing as in the first embodiment is also performed.

[Transmission Processing for Electronic Mail]

FIG. 24 is the flowchart diagram of a verification informa-
tion generation process S4016 due to the verification infor-
mation generation mechanism 324 in a mail checker program
within an electronic mail transmitting terminal in the second
embodiment. This verification information generation pro-
cess S4016 is a processing process in the second embodiment
in the verification information generation process S4016 in
FIG. 13.

FIG. 25 is a diagram illustrating an example of processing
for the generation and addition of verification information
when an internal transmission generation key (internal trans-
mission secret key information) is used.

Hereinafter, transmission processing for an electronic mail
in the second embodiment is described with reference to FIG.
24 and FIG. 25.

As described in FIG. 13, the verification information gen-
eration mechanism 324 in the mail checker program within
the electronic mail transmitting terminal performs the verifi-
cation information generation process S4016 illustrated in
FIG. 24 after the generation of the characteristic amount
information (S4015) with respect to a target header item has
been performed. First, the verification information generation
unit 3242 encrypts the characteristic amount information
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with respect to the target header item, generated in the process
S4015, and generates the verification information (S4016-
01). This generation of the verification information is equiva-
lent to the first embodiment.

Next, the verification information generation mechanism
324 in the mail checker program generates the characteristic
amount information (4) with respect to the verification infor-
mation generation algorithm version information 10, and
generates the verification information (2) with respect to the
version information by encrypting the characteristic amount
information (4) (S4016-02 to S4016-05).

First, the verification information generation mechanism
324 in the mail checker program acquires the stored verifica-
tion information generation algorithm version information 10
(S4016-02), and generates the characteristic amount informa-
tion (4) corresponding to the version information (S4016-03).
Specifically, as illustrated in FIG. 25, the characteristic
amount information generation unit 3241 generates the char-
acteristic amount information (4) with respect to the version
information by carrying out an operation on the acquired
verification information generation algorithm version infor-
mation using a one-way hash function (S4016-03). In FIG.
25, “39F43B84 A5” has been generated as the characteristic
amount information (4) with respect to the version informa-
tion.

Furthermore, the verification information generation unit
3242 encrypts the characteristic amount information (4) with
respect to the version information, owing to internal secret
information, and generates the verification information (2)
with respect to the version information (S4016-04). In FIG.
25, “3A284AD3904C35” has been generated as the verifica-
tion information (2) with respect to the version information.
The above-mentioned internal secret information is the inter-
nal transmission secret key information in the case of trans-
mission addressed to the inside, and the external transmission
secret key information in the case of transmission addressed
to the outside.

In addition, finally, the verification information generation
unit 3242 couples the verification information (2) with
respect to the version information, with the verification infor-
mation with respect to the target header item, and generates
new verification information (3) (S4016-05). In addition, in
the same way as in FIG. 13, the verification information
addition unit 3243 adds the coupled verification information
(3) to the header information (S4017).

In FIG. 25, a header, “X-Inbound-MAC:”, has been gen-
erated as the new header information of the verification infor-
mation, and “BC73DA1254231C3A284AD3904C35” has
been added as the coupled verification information (3). In this
example, the verification information with respect to the tar-
get header item is anteriorly added, and the verification infor-
mation (2) with respect to the version information is posteri-
orly added. However, this order may also be reversed.

As described above, it is desirable that the verification
information (2) with respect to the version information is
coupled with the verification information with respect to the
target header item. Owing to coupling, in the verification
information (3) added to the header information of an outgo-
ing electronic mail, it may become difficult for an attacker to
distinguish which portion is the verification information cor-
responding to a target header item and which portion is the
verification information (2) corresponding to the version
information, and it may be possible to improve security.

FIG. 25 illustrates an example of processing for the gen-
eration and addition of verification information when an
internal transmission generation key (internal transmission
secret key information) is used. However, in a case where an
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external transmission generation key (external transmission
secret key information) is used, processing for generating the
verification information (3) is also the same while an encryp-
tion key is just different.

[Reception Processing for Electronic Mail]

Next, verification processing in reception processing for an
electronic mail will be described.

FIG. 26 is the flowchart diagram of verification informa-
tion verification processes S5011-S5017 due to the verifica-
tion mechanism 623 in a mail checker program within an
electronic mail receiving terminal in the second embodiment.
The verification processes are processing processes in the
second embodiment in the verification information verifica-
tion processes S5011-S5017 in FIG. 16 and FIG. 17.

FIG. 27 is a diagram illustrating verification processing for
the verification information (2) of the verification informa-
tion generation algorithm version information. FIG. 28 is a
diagram illustrating an example of verification processing for
the verification information of a target header item. FIG. 27
and FIG. 28 are examples when the internal transmission
secret key information is used, and diagrams corresponding
to FIG. 18 in the first embodiment. In this regard, however, a
case where the external transmission secret key information is
used is also the same.

Hereinafter, reception processing for an electronic mail in
the second embodiment is described with reference to FIG.
26, F1G. 27, and FIG. 28.

In FIG. 26, in the verification information verification pro-
cesses due to the verification mechanism 623 in the mail
checker program on the receiving side, verification process-
ing for the verification information (2) with respect to the
version information is performed, and it is checked whether
or not pieces of version information coincide with each other.
In addition, when the pieces of version information coincide
with each other, verification processing for the verification
information (1) of a target header item is performed. A result
indicating that the pieces of version information do not coin-
cide with each other or a result indicating one of the success
and the failure of the verification information of a target
header item while the pieces of version information coincide
with each other is transmitted to the demand reception
mechanism 621, as a verification result.

First, in the verification processing for the verification
information (2) with respect to the version information, the
characteristic amount information generation unit 6231
acquires the verification information generation algorithm
version information stored within a verification device
(85020), and regenerates the characteristic amount informa-
tion (5) with respect to the version information by carrying
out an operation on the version information using a one-way
hash function (S50115). In FIG. 27, “39F43B84 A5” has been
regenerated as the characteristic amount information (5).

Next, the verification unit 6232 only acquires the verifica-
tion information (2) with respect to the version information
from the verification information (3) existing within the
header information of an incoming mail (S50125), and, using
the internal transmission secret key information (decryption
key information), and generates the characteristic amount
information (6) with respect to the version information on the
transmitting side by decrypting the verification information
(2) (S50155). In FIG. 27, “3A284AD3904C35” has been
acquired that serves as the verification information (2) with
respect to the version information serving as the posterior half
of the coupled verification information (3),
“BC73DA1254231C3A284AD3904C35”, embedded in the
header, “X-Inbound-MAC:”, within the incoming mail, and
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“39F43B84A5” has been generated as the decrypted charac-
teristic amount information (6).

In addition, the verification unit 6232 compares the char-
acteristic amount information (5) with respect to the version
information, generated in the process S50114, and the char-
acteristic amount information (6) with respect to the version
information, decrypted in the process S50155, with each
other (S501654). In addition, when the characteristic amount
information (5) with respect to the version information and
the characteristic amount information (6) with respect to the
version information do not coincide with each other, the
inconsistency of the version information is sent back to the
demand reception mechanism 621 (S5021). When the char-
acteristic amount information (5) with respect to the version
information and the characteristic amount information (6)
with respect to the version information coincide with each
other, verification processing for the verification information
of a subsequent target header item is performed.

In addition, in the case of an incoming mail from the
outside, processing operations in the processes S5013 and
S5014-OUT in FIG. 17, used for acquiring a public key
corresponding to the external transmission secret key, are
added to the above-mentioned processing.

Verification processing for the verification information of
the target header item after the consistency of the version
information has been confirmed is the same as the processing
in FIG. 16 and FIG. 17, and the characteristic amount infor-
mation generation unit 6231 regenerates the characteristic
amount information (2) with respect to the target header item
by referring to the target header item information within the
incoming mail (S5011q). In FIG. 28, “482DCBA724” has
been regenerated as the characteristic amount information (2)
with respect to the target header item.

Next, the verification unit 6232 only acquires the verifica-
tion information (1) of the target header item, from the
coupled verification information (3) within the incoming mail
(S50124a), and acquires the characteristic amount information
(3) with respect to the target header item by decrypting the
verification information (1) of the target header item using the
internal secret information (S50152). In FIG. 28,
“482DCBA724” has been generated as the characteristic
amount information (3) with respect to the decrypted target
header item. Finally, the verification unit 6232 compares both
of'the pieces of characteristic amount information (2) and (3)
with each other (S5016a), and sends back, to the demand
reception mechanism 621, a verification result indicating the
success of verification in the case of consistency or the failure
of verification in the case of inconsistency (S5017).

In this way, according to the second embodiment, the veri-
fication information (2) with respect to the version informa-
tion of the characteristic information generation algorithm is
embedded in the header information of the outgoing mail on
the transmitting side, and on the receiving side, on the basis of
the verification information (2), itis confirmed whether or not
the pieces of characteristic information generation algorithm
version information of the mail checker programs on the
transmitting side and the receiving side coincide with each
other. Therefore, in addition to a verification success and a
verification failure, it may also be possible to generate an
inability to perform normal verification, which is due to the
inconsistency of the version information.

In the above-mentioned verification processing on the
receiving side, in a case where, on the transmitting side, the
version information has been directly encrypted and the veri-
fication information (2) with respect to the version informa-
tion has been generated, the version information is generated
by decrypting the verification information (2) with respect to
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the version information, and compared with the version infor-
mation stored on the receiving side, in the verification pro-
cessing.

FIG. 29 is a diagram illustrating characteristic amount
information and verification information, generated on a
transmitting side, and characteristic amount information and
verification information, generated on a receiving side, in the
second embodiment. For the sake of facilitating understand-
ing, the characteristic amount information and the verifica-
tion information with respect to the target header item infor-
mation and the characteristic amount information and the
verification information with respect to the version informa-
tion, on each of the transmitting side and the receiving side,
are described with reference to FIG. 29.

As for the target header item information, the mail checker
program on the transmitting side generates the characteristic
amount target information (1) or the characteristic amount
information (1) thereof, and generates the verification infor-
mation (1) by encrypting that. Furthermore, as for the verifi-
cation information generation algorithm version information,
the mail checker program on the transmitting side generates
the version information (1) or the characteristic amount infor-
mation (4) with respect to the version information.

As for the target header item information, the mail checker
program on the receiving side generates the characteristic
amount target information (2) or the characteristic amount
information (2) thereof, generates the characteristic amount
target information (3) or the characteristic amount informa-
tion (3) thereof by decrypting the verification information (1),
and compares both thereof with each other. Furthermore, as
for the verification information generation algorithm version
information, the mail checker program on the receiving side
generates the version information (2) or the characteristic
amount information (5) with respect to the version informa-
tion, generates the version information (3) or the character-
istic amount information (6) thereof by decrypting the veri-
fication information (2), and compares both thereof with each
other.

Third Embodiment

In the first embodiment, on the transmitting side, the char-
acteristic amount target item information corresponding to
the characteristic amount target item is added as the header
information of an outgoing mail, and, on the receiving side,
the characteristic amount information is regenerated by refer-
ring to the characteristic amount target item information
within the header information of an incoming mail. However,
when the periodic update of the characteristic amount target
item is not performed in the mail checker program, the update
being set in a uniform manner, the characteristic amount
target item information (target header item information) may
not be added as the header information of an outgoing mail.

Therefore, in a third embodiment, the characteristic
amount target item information is not added as the header
information of an outgoing mail.

In the second embodiment, when the characteristic amount
target item information (target header item information) is
included in the verification information generation algorithm
version information 10, the consistency or inconsistency of
the characteristic amount target item between transmission
and reception is verified in the verification process for the
version information. Accordingly, in the second embodiment
in which the version information is verified, the characteristic
amount target item information (target header item informa-
tion) may not be added as the header information of an out-
going mail.
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All examples and conditional language recited herein are
intended for pedagogical purposes to aid the reader in under-
standing the invention and the concepts contributed by the
inventor to furthering the art, and are to be construed as being
without limitation to such specifically recited examples and
conditions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although the embodiments of the
present invention have been described in detail, it should be
understood that the various changes, substitutions, and alter-
ations could be made hereto without departing from the spirit
and scope of the invention.

What is claimed is:

1. A fraudulent mail detection method, executed by a com-
puter in an electronic mail terminal device, the fraudulent
mail detection method comprising:

preliminarily sharing internal transmission secret key

information used in an electronic mail addressed to an
internal network, between a transmitting terminal and a
receiving terminal, and preliminarily generating exter-
nal transmission secret key information used in an elec-
tronic mail addressed to an external network and exter-
nal transmission public key information corresponding
to the external transmission secret key information;

at a time of transmitting a mail,

generating verification information by encrypting, using

the internal transmission secret key information, first
characteristic amount target information including a
characteristic amount target item from among a header
item, a body text, and attached information, included in
an outgoing mail, or first characteristic amount informa-
tion generated from the first characteristic amount target
information on a basis of a predetermined function when
a transmission destination of the outgoing mail is the
internal network, and generating the verification infor-
mation by encrypting, using the external transmission
secret key information, the first characteristic amount
target information or the first characteristic amount
information when the transmission destination of the
outgoing mail is the external network; and

adding, to a header of the outgoing mail, the verification

information and characteristic amount target item infor-
mation corresponding to the characteristic amount target
item; and

at a time of receiving a mail,

generating second characteristic amount target informa-

tion including a characteristic amount target item indi-
cated by the characteristic amount target item informa-
tion added to the incoming mail, from among a header
item, a body text, and attached information, included in
the incoming mail, or generating second characteristic
amount information from the second characteristic
amount target information on the basis of the predeter-
mined function;

decrypting, using the internal transmission secret key

information, the verification information added to the
incoming mail when a transmission source of the incom-
ing mail is the internal network, decrypting, using the
external transmission public key information, the veri-
fication information added to the incoming mail when
the transmission source of the incoming mail is the
external network, and generating third characteristic
amount target information or third characteristic amount
information; and

comparing the second characteristic amount target infor-

mation or the second characteristic amount information
with the third characteristic amount target information
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or the third characteristic amount information, and veri-
fying whether or not the second characteristic amount
target information or the second characteristic amount
information and the third characteristic amount target
information or the third characteristic amount informa-
tion coincide with each other;

preliminarily storing, in the transmitting terminal and the
receiving terminal, wherein the internal transmission
secret key information used in an electronic mail
addressed to the internal network and verification infor-
mation generation algorithm version information, and
preliminarily generating the external transmission
secret key information used in an electronic mail
addressed to the external network and the external trans-
mission public key information corresponding to the
external transmission secret key information;

at the time of transmitting a mail,

wherein generating, on the basis of an encryption algo-
rithm, first verification information by encrypting, using
the internal transmission secret key information, first
characteristic amount target information including a
characteristic amount target item from among a header
item, a body text, and attached information, included in
and outgoing mail, or first characteristic amount infor-
mation generated from the first characteristic amount
target information on the basis of a characteristic
amount generation algorithm when a transmission des-
tination of the outgoing mail is the internal network, and
generating, on the basis of an encryption algorithm, the
first verification information by encrypting, using the
external transmission secret key information, the first
characteristic amount target information or the first char-
acteristic amount information when the transmission
destination of the outgoing mail is the external network;

generating second verification information by encrypting,
using the internal transmission secret key information or
the external transmission secret key information, fourth
characteristic amount information generated from first
verification information generation algorithm version
information stored on a transmitting side, on the basis of
the characteristic amount generation algorithm, or the
first verification information generation algorithm ver-
sion information; and

adding the first and second pieces of verification informa-
tion to a header of the outgoing mail; and

at the time of receiving a mail,

wherein acquiring second verification information genera-
tion algorithm version information stored on a receiving
side or generating fifth characteristic amount informa-
tion from the second verification information generation
algorithm version information on the basis of the char-
acteristic amount generation algorithm;

generating third verification information generation algo-
rithm version information or sixth characteristic amount
information by decrypting, using the internal transmis-
sion secret key information or the external transmission
public key information, the second verification informa-
tion added to the incoming mail;

comparing the second verification information or the fifth
characteristic amount information with the decrypted
first verification information generation algorithm ver-
sion information or the sixth characteristic amount
information, and verifying whether or not the second
version information or the fifth characteristic amount
information and the decrypted first verification informa-
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tion generation algorithm version information or the

sixth characteristic amount information coincide with
each other;

generating second characteristic amount target informa-

tion including the characteristic amount target item from
among a header item, a body text, and attached informa-
tion, included in the incoming mail, or generating sec-
ond characteristic amount information from the second
characteristic amount target information on the basis of
the characteristic amount generation algorithm;

decrypting, using the internal transmission secret key

information or the external transmission public key
information, the first verification information added to
the incoming mail, and generating third characteristic
amount target information or third characteristic amount
information; and

comparing the second characteristic amount target infor-

mation or the second characteristic amount information
with the third characteristic amount target information
or the third characteristic amount information, and veri-
fying whether or not the second characteristic amount
target information or the second characteristic amount
information and the third characteristic amount target
information or the third characteristic amount informa-
tion coincide with each other.

2. A non-transitory computer-readable recording medium
having stored therein a program for causing a computer in an
electronic mail terminal device to execute fraudulent mail
detection processing, the fraudulent mail detection process-
ing comprising:

a preparation process configured to preliminarily share

internal transmission secret key information used in an
electronic mail addressed to an internal network,
between a transmitting terminal and a receiving termi-
nal, and preliminarily generate external transmission
secret key information used in an electronic mail
addressed to an external network and external transmis-
sion public key information corresponding to the exter-
nal transmission secret key information;

at a time of transmitting a mail;
averification information generating process configured to

generate verification information by encrypting, using
the internal transmission secret key information, first
characteristic amount target information including a
characteristic amount target item from among a header
item, a body text, and attached information, included in
and outgoing mail, or first characteristic amount infor-
mation generated from the first characteristic amount
target information on a basis of a predetermined func-
tion when a transmission destination of the outgoing
mail is the internal network, and generate the verifica-
tion information by encrypting, using the external trans-
mission secret key information, the first characteristic
amount target information or the first characteristic
amount information when the transmission destination
of the outgoing mail is the external network; and

and addition process configure to add, to a header of the

outgoing mail, the verification information and charac-
teristic amount target item information corresponding to
the characteristic amount target item; and

at a time of receiving a mail,
a characteristic amount generation process configured to

generate second characteristic amount target informa-
tion including a characteristic amount target item indi-
cated by the characteristic amount target item informa-
tion added to the incoming mail, from among a header
item, a body text, and attached information, included in
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the incoming mail, or generate second characteristic
amount information from the second characteristic
amount target information on the basis of the predeter-
mined function;

adecryption process configured to decrypt, using the inter-

nal transmission secret key information, the verification
information added toe the incoming mail when a trans-
mission source of the incoming mail is the internal net-
work, decrypt, using the external transmission public
key information, the verification information added to
the incoming mail when the transmission source of the
incoming mail is the external network, and generate
third characteristic amount target information or third
characteristic amount information; and

verification process configured to compare the second

characteristic amount target information or the second
characteristic amount information with the third charac-
teristic amount target information or the third character-
istic amount information, and verify whether or not the
second characteristic amount target information or the
second characteristic amount information and the third
characteristic amount target information or the third
characteristic amount information coincide with each
other;

a preparation process configured to preliminarily store, in

the transmitting terminal and the receiving terminal,
wherein the internal transmission secret key information
used in an electronic mail addressed to the internal net-
work and verification information generation algorithm
version information, and preliminarily generate external
transmission secret key information used in an elec-
tronic mail addressed to the external network and the
external transmission public key information corre-
sponding to the external transmission secret key infor-
mation;

at the time of transmitting a mail;

wherein a first verification information generation process

configured to generate, on the basis of an encryption
algorithm, first verification information by encrypting,
using the internal transmission secret key information,
first characteristic amount target information including
al characteristic amount target item form among a
header item, a body text, and attached information,
included in an outgoing mail, or first characteristic
amount information generated from the first character-
istic amount target information on the basis of a charac-
teristic amount generation algorithm when a transmis-
sion destination of the outgoing mail is the internal
network, and generate, on the basis of an encryption
algorithm, the first verification information by encrypt-
ing, using the external transmission secret key informa-
tion, the first characteristic amount target information or
the first characteristic amount information when the
transmission destination of the outgoing mail is the
external network;

a second verification information generation process con-
figured to generate second verification information by
encrypting, using the internal transmission secret key
information or the external transmission secret key
information, fourth characteristic amount information
generated from the first verification information genera-
tion algorithm version information stored on a transmit-
ting side, on the basis of the characteristic amount gen-
eration algorithm, or the first verification information
generation algorithm version information; and
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an addition process configured to add the first and second
pieces of verification information to a header of the
outgoing mail; and

at the time of receiving a mail,

wherein a second characteristic amount generation process
configured to acquire second verification information
generation algorithm version information stored on a
receiving side or generate fifth characteristic amount
information from the second verification information
generation algorithm version information on the basis of
the characteristic amount generation algorithm;

a second decryption process configured to generate third
verification information generation algorithm version
information or sixth characteristic amount information
by decrypting, using the internal transmission secret key
information or the external transmission public key
information, the second verification information added
to the incoming mail;

a second verification process configured to compare the
second verification information or the fifth characteristic
amount information with the decrypted first verification
information generation algorithm version information
or the sixth characteristic amount information, and
verify whether or not the second version information or
the fifth characteristic amount information and the
decrypted first verification information generation algo-
rithm version information or the sixth characteristic
amount information coincide with each other;

a first characteristic amount generation process configured
to generate second characteristic amount target informa-
tion including the characteristic amount target item from
among a header item, a body text, and attached informa-
tion, included in the incoming mail, or generate second
characteristic amount information from the second char-
acteristic amount target information on the basis of the
characteristic amount generation algorithm;

a first decryption process configured to decrypt, using the
internal transmission secret key information or the exter-
nal transmission public key information, the first verifi-
cation information added to the incoming mail, and gen-
erate third characteristic amount target information or
third characteristic amount information; and

a first verification process configured to compare the sec-
ond characteristic amount target information or the sec-
ond characteristic amount information with the third
characteristic amount target information or the third
characteristic amount information, and verify whether
or not the second characteristic amount target informa-
tion or the second characteristic amount information and
the third characteristic amount target information or the
third characteristic amount information coincide with
each other.

3. A fraudulent mail detection device comprising a
memory storing a plurality of mechanisms that are executed
by a processor, the processor executing:

a preparation mechanism configure to preliminarily share
internal transmission secret key information used in an
electronic mail addressed to an internal network,
between a transmitting terminal and a receiving termi-
nal, and preliminarily generate external transmission
secret key information used in an electronic mail
addressed to an external network and external transmis-
sion public key information corresponding to the exter-
nal transmission secret key information;

at a time of transmitting a mail;

a verification information generation mechanism config-
ured to generate verification information by encrypting,
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using the internal transmission secret key information,
first characteristic amount target information including a
characteristic amount target item from among a header
item, a body text, and attached information, included in
an outgoing mail, or first characteristic amount informa-
tion generated from the first characteristic amount target
information on a basis of a predetermined function when
a transmission destination of the outgoing mail is the
internal network, and generate the verification informa-
tion by encrypting, using the external transmission
secret key information, the first characteristic amount
target information or the first characteristic amount
information when the transmission destination of the
outgoing mail is the external network; and

an addition mechanism configured to add, to aheader of the
outgoing mail, the verification information and charac-
teristic amount target item information corresponding to
the characteristic amount target item; and

at a time of receiving a mail,

a characteristic amount generation mechanism configured
to generate second characteristic amount target informa-
tion including a characteristic amount target item indi-
cated by the characteristic amount target item informa-
tion added toe the incoming mail, form among a header
item, a body text, and attached information, included in
the incoming mail, or generate second characteristic
amount information from the second characteristic
amount target information on the basis of the predeter-
mined function;

a decryption mechanism configured to decrypt, using the

internal transmission secret key information, the verifi-
cation information added to the incoming mail when a
transmission source of the incoming mail is the internal
network, decrypt, using the external transmission public
key information, the verification information added to
the incoming mail when the transmission course of the
incoming mail is the external network, and generate
third characteristic amount target information or third
characteristic amount information; and

a verification mechanism configured to compare the sec-

ond characteristic amount target information or the sec-
ond characteristic amount information with the third
characteristic amount target information or the third
characteristic amount information, and verify whether
or not the second characteristic amount target informa-
tion or the second characteristic amount information and
the third characteristic amount target information or the
third characteristic amount information coincide with
each other;

apreparation mechanism configured to preliminarily store,

in then transmitting terminal and the receiving terminal,
wherein the internal transmission secret key information
used in an electronic mail addressed to the internal net-
work and verification information generation algorithm
version information, and preliminarily generate external
transmission secret key information used in an elec-
tronic mail addressed to the external network and the
external transmission public key information corre-
sponding to the external transmission secret key infor-
mation;

at the time of transmitting a mail,
wherein a first verification information generation mecha-

nism configured to generate, on the basis of an encryp-
tion algorithm, first verification information by encrypt-
ing, using the internal transmission secret key
information, first characteristic amount target informa-
tion including a characteristic amount target item from
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among a header item, a body text, and attached informa-
tion, included in an outgoing mail, or first characteristic
amount information generated from the first character-
istic amount target information on the basis of a charac-
teristic amount generation algorithm when a transmis-
sion destination of the outgoing mail is the internal
network, and generate, on the basis of an encryption
algorithm, the first verification information by encrypt-
ing, using the external transmission secret key informa-
tion, the first characteristic amount target information or
the first characteristic amount information when the
transmission destination of the outgoing mail is the
external network;

a second verification information generation mechanism
configured to generate second verification information
by encrypting, using the internal transmission secret key
information or the external transmission secret key
information, fourth characteristic amount information
generated from first verification information generation
algorithm version information stored on a transmitting
side, on the basis ofthe characteristic amount generation
algorithm, or the first verification information genera-
tion algorithm version information; and

an addition mechanism configured to add the first and
second pieces of verification information to a header of
the outgoing mail; and

at the time of receiving a mail,

wherein a second characteristic amount generation mecha-
nism configured to acquire second verification informa-
tion generation algorithm version information stored on
a receiving side or generate fifth characteristic amount
information from the second verification information
generation algorithm version information on the basis of
the characteristic amount generation algorithm;

a second decryption mechanism configured to generate
third verification information generation algorithm ver-
sion information or sixth characteristic amount informa-
tion by decrypting, using the internal transmission secret
key information or the external transmission public key
information, the second verification information added
to the incoming mail;

a second verification mechanism configured to compare
the second verification information or the fifth charac-
teristic amount information with the decrypted first veri-
fication information generation algorithm version infor-
mation or the sixth characteristic amount information,
and verity whether or not the second version information
or the fifth characteristic amount information and the
decrypted first verification information generation algo-
rithm version information or the sixth characteristic
amount information coincide with each other;

a first characteristic amount generation mechanism config-
ured to generate second characteristic amount target
information including the characteristic amount target
item from among a header item, a body text, and
attached information, included in the incoming mail, or
generate second characteristic amount information from
the second characteristic amount target information on
the basis of the characteristic amount generation algo-
rithm;

a first decryption mechanism configured to decrypt, using
the internal transmission secret key information or the
external transmission public key information, the first
verification information added to the incoming mail, and
generate third characteristic amount target information
or third characteristic amount information; and
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a first verification mechanism configured to compare the
second characteristic amount target information or the
second characteristic amount information with the third
characteristic amount target information or the third
characteristic amount information, and verify whether
or not the second characteristic amount target informa-
tion or the second characteristic amount information and
the third characteristic amount target information or the
third characteristic amount information coincide with
each other.

4. A non-transitory computer-readable recording medium
having stored therein a program for causing a computer in an
electronic mail terminal device to execute fraudulent mail
detection processing, the fraudulent mail detection process-
ing comprising:

a preparation process configured to preliminary share
internal transmission secret key information used in an
electronic mail addressed to an internal network,
between a transmitting terminal and a receiving termi-
nal, and preliminarily generate external transmission
secret key information used in an electronic mail
addressed to an external network and external transmis-
sion public key information corresponding to the exter-
nal transmission secret key information;

at a time of transmitting a mail,

a verification information generation process configured to
generate verification information by encrypting, using
the internal transmission secret key information, first
characteristic amount target information including a
characteristic amount target item from among a header
item, a body text, and attached information, included in
an outgoing mail, or first characteristic amount informa-
tion generated from the first characteristic amount target
information on a basis of a predetermined function when
a transmission destination of the outgoing mail is the
internal network, and generate the verification informa-
tion by encrypting, using the external transmission
secret key information, the first characteristic amount
target information or the first characteristic amount
information when the transmission destination of the
outgoing mail is the external network; and

an addition process configured to add, to a header of the
outgoing mail, the verification information and charac-
teristic amount target item information corresponding to
the characteristic amount target item; and

at a time of receiving a mail,

a characteristic amount generation process configured to
generate second characteristic amount target informa-
tion including a characteristic amount target item indi-
cated by the characteristic amount target item informa-
tion added to the incoming mail, from among a header
item, a body text, and attached information, included in
the incoming mail, or generate second characteristic
amount information from the second characteristic
amount target information on the basis of the predeter-
mined function;

adecryption process configured to decrypt, using the inter-
nal transmission secret key information, the verification
information added to the incoming mail when a trans-
mission source of the incoming mail is the internal net-
work, decrypt, using the external transmission public
key information, the verification information added to
the incoming mail when the transmission source of the
incoming mail is the external network, and generate
third characteristic amount target information or third
characteristic amount information; and
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a verification process configured to compare the second

characteristic amount target information or the second
characteristic amount information with the third charac-
teristic amount target information or the third character-
istic amount information, and verify whether or not the
second characteristic amount target information or the
second characteristic amount information and the third
characteristic amount target information or the third
characteristic amount information coincide with each
other;

a preparation process configured to preliminarily store, in

the transmitting terminal and the receiving terminal,
wherein internal transmission secret key information
used in an electronic mail addressed to the internal net-
work and verification information generation algorithm
version information, and preliminarily generate external
transmission secret key information used in an elec-
tronic mail addressed to the external network and exter-
nal transmission public key information corresponding
to the external transmission secret key information;

at the time of transmitting a mail,
wherein a first verification information generation process

configured to generate, on the basis of an encryption
algorithm, first verification information by encrypting,
using the internal transmission secret key information,
first characteristic amount information generated, on the
basis of a characteristic amount generation algorithm,
from first characteristic amount target information
including a characteristic amount target item from
among a header item, a body text, and attached informa-
tion, included in an outgoing mail, when a transmission
destination of the outgoing mail is the internal network,
and generate, on the basis of an encryption algorithm,
the first verification information by encrypting, using the
external transmission secret key information, the first
characteristic amount information when the transmis-
sion destination of the outgoing mail is the external
network;

a second verification information generation process con-

figured to generate second verification information by
encrypting, using the internal transmission secret key
information or the external transmission secret key
information, fourth characteristic amount information
generated from first verification information generation
algorithm version information stored on a transmitting
side, on the basis ofthe characteristic amount generation
algorithm; and

an addition process configured to add the first and second

pieces of verification information to a header of the
outgoing mail; and

at the time of receiving a mail,
wherein a second characteristic amount generation process

configured to generate fifth characteristic amount infor-
mation from second verification information generation
algorithm version information stored on a receiving
side, on the basis ofthe characteristic amount generation
algorithm;

a second decryption process configured to generate sixth

characteristic amount information by decrypting, using
the internal transmission secret key information or the
external transmission public key information, the sec-
ond verification information added to the incoming
mail;

a second verification process configured to compare the

fifth characteristic amount information with the
decrypted sixth characteristic amount information, and
verify whether or not the fifth characteristic amount
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information and the decrypted sixth characteristic
amount information coincide with each other;

afirst characteristic amount generation process configured
to generate, on the basis of the characteristic amount
generation algorithm, second characteristic amount
information from second characteristic amount target
information including the characteristic amount target
item from among a header item, a body text, and
attached information, included in the incoming mail;

a first decryption process configured to decrypt, using the
internal transmission secret key information or the exter-
nal transmission public key information, the first verifi-
cation information added to the incoming mail, and gen-
erate third characteristic amount information; and

a first verification process configured to compare the sec-
ond characteristic amount information with the third
characteristic amount information, and verify whether
or not the second characteristic amount information and
the third characteristic amount information coincide
with each other.
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